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1 Purpose

This document will present the steps to setup the Reference Implementation of the LASD GJXDM Record Web Service.  It will also describe all of the TouchPrint Enterprise configuration components for importing or exporting a record. 
This document assumes knowledge of the TouchPrint Enterprise software, the TPE LASD Customization, XML, and GJXDM.
2 References

LASD Phase 2 Design Specification

Global JXDM Version 3.0.3

LASD Livescan Global Justice XML Data Model Information Exchange Package Field Mappings, Revision 1.2. Identix Incorporated.
TouchPrint Enterprise Software Design Specification - LASD GJXDM Web Service Interface, Revision 0.6, Identix Incorporated.
TouchPrint Enterprise Software Design Specification - XML Translation (To Support GJXDM Translations), Revision 0.2, Identix Incorporated
3 Lasd Gjxdm Web Service Reference Implementation

Identix has provided a reference implementation of the LASD GJXDM Web Service interface. The reference implementation is built on top of the web service features of ASP.NET and uses the Web Service Enhancements (version 3.0) from Microsoft.

The reference implementation does not maintain a database, but is just used to demonstrate the interface.  The functions performed by the reference implementation are: 

Are You Alive – always returns true.
Get Record – returns the static (“canned”) GJXDM record stored in the $\app_data\SampleGetRecord.xml file.
Update Record – stores the received update record data to the file c:\temp\updateRecord.gjxdm.xml.

Create Record – stores the received record data to the file c:\temp\createRecord.gjxdm.xml.
3.1 Installing the Reference Implementation.

System Requirements:
Microsoft Windows XP or Windows 2003 server with Internet Information Services (IIS) installed
NOTE: IIS must be installed before you install either of the following packages
.NET Framework v2.0

The .NET Framework redistributable package can be downloaded from:
http://www.microsoft.com/downloads/details.aspx?FamilyID=0856EACB-4362-4B0D-8EDD-AAB15C5E04F5&displaylang=en
Install Web Services Enhancements (version 3.0)

Download Microsoft’s Web Services Enhancements (WSE) 3.0 from:

http://www.microsoft.com/downloads/details.aspx?familyid=018a09fd-3a74-43c5-8ec1-8d789091255d&displaylang=en
and install, following the instructions from Microsoft. When given the option of packages to install, the installation of the runtime version is sufficient.

Directory for the GjxdmRecordService
After the sample web service is installed, the files will be located in C:\Program Files\Identix\LASD_GJXDM_RMS\RMSWebServices.  Refer to this directory in the following sections.
Create A Web Service Virtual Directory
a. Start Internet Information Services Configuration Dialog from 

Start(Control Panel(Administrative Services(Internet Information Services.

b. Right click on the ‘Default Web Site’ under (localComputer(Web Site), and select new(Virtual Directory.
c. Follow the instructions on the ‘Virtual Directory Creation Wizard’.

      Alias: GjxdmRecordService


Directory: Specify the directory created in the previous step.


Access Permissions: Allow everything except “write”.

Set Authorization Information

Setting Integrated Windows Authentication:

a. Right click on the new virtual Directory in the IIS configuration panel, and select “Properties”. 

b. Change to the “Directory Security” Tab.

c. Click on the “Edit” button in the Annonymous access and authentication control”.

d. The “Integrated Windows Authentication” should be checked.

Setting Authorizations:

e. Change to the “ASP.NET” Tab on the properties dialog.
f. Click on “Edit Configuration” button ( brings up the ASP.NET Configuration settings dialog.

g. Change to the “Authorizations” Tab.

h. Click “Add” button ( brings up “Edit Rule” dialog.

i. Create Rule – Allow, All verbs, All users – click “Ok”.

j. Again: Click “Add” button ( brings up “Edit Rule” dialog.

k. Create Rule – Allow, All verbs, Anonymous users – click “Ok”.

l. Press “OK” on the ASP.NET Configuration settings dialog.

m. Press “OK” on the properties dialog.

Note: You may want to make the authorizations more restrictive for your own needs. However, in a test environment, it is best not to waste time tracking down authorization issues.

Test the web service

To make sure that the web service is reachable, do the following.

a. Select the new Virtual Directory in the IIS configuration panel.

b. Right click on “Service.asmx” and select “browse”.  An internet browser should be displayed with the 4 services listed.
AreYouAlive
CreateRecord

GetRecord

UpdateRecord.

Note that when you “invoke” the service from the browser, it will fail b/c the userid and password values will not be authorized.
To fully test the web service, you will need to configure the TouchPrint Enterprise to either import or export a record from/to the web service.  The following sections describe the configuration components. 

Authorization Notes:
There are 2 levels of Authorization. 
1. Authorization to access the Web Service is controlled by the IIS (ASP.NET) Web Service Authorization settings.
2. LASD GJXDM Web Service interface authorization.  Every LASD GJXDM web service request contains a SOAP header block that contains a userid and password. Each implementation of the LASD GJXDM Web Service interface will use these values for their own authorization algorithm.  The reference implementation will allow for any userid to be specified, but the password MUST contain “identix”.
4 GJXDM Record Import Query
This section describes the steps necessary to setup the Touchprint Enterprise product to import a GJXDM record from any Remote Record Management Server that has implemented the LASD GJXDM Web Service Interface. The record import will occur during the creation of a new record, but before any record data is manually captured on the Live Scan Device. TouchPrint Enterprise will accept any GJXDM demographic data or photographic images that are included in a valid LASD Live Scan GJXDM Information Exchange Packet.
Step 1: Setting the Demographic Import Type

The demographic import type can be specified in either the 

· Workflow Specification’s DemographicImporter attribute, or

· (for "crm" capture types only) System Defaults ("Livescan Application” -"DemographicImporterType").
For the GJXDM plus the JDIC demographic import steps, the demographic import type “GJXDM+JDIC” must be specified. 

For the GJXDM demographic import step only, the demographic import type "Identix.Livescan.ClientPlugin.GjxdmImporter,Identix.Livescan.ClientPlugin.GjxdmImporter.GjxdmClient"” must be specified 

Step 2: Machine Specific Default Settings
In the machine specific defaults, create the following 2 Default Groups, and replace the values as appropriate.
    <DefaultGroup Name="GJXDM Record Import">

      <Default Name="Url" Value="http://localhost/GjxdmRecordService/Service.asmx" … />

      <Default Name="UserId" Value="identix" … />

      <Default Name="Dialog Title" Value="RMS Record Query" … />

      <Default Name="Password" Value="identix" … />

      <Default Name="TPE XML Specification" Value="LASD GJXDM" … />

    </DefaultGroup>

    <DefaultGroup Name="GJXDM Record Import Key">

      <Default Name="KEY1" Value="Label=Key 1 Label;MaxLength=16"… />

      <Default Name="KEY2" Value="Label=Key 2 Label;MaxLength=16"…/>

      <Default Name="KEY3" Value="Label=Key 3 Label;MaxLength=11"…/>
    </DefaultGroup>

Url: Specifies the Universal Resource Locator for the Lasd Gjxdm Web Service.

UserId: Specifies the User Id given to the Lasd Gjxdm Web Service for authorization.

Password: Specifies the Password given to the Lasd Gjxdm Web Service for authorization.

TPE XML Specification: Specifies the XML translation specification that is used to decode the GJXDM record for inclusion into the TPE record. (Refer to Appendix A: TPE XML Specification for more details)
Dialog Title: Specifies the text that is displayed in the title bar of the record key query dialog that is presented to the user.
GJXDM Record Import Key: Specifies the label, key name, and maximum value length for the record keys (that uniquely identifies the record on the Server).  These settings are used by the record key query dialog for display.  The key names & associated values entered by the user will be used for unique identification of the record to import. At least one default name/value pair must be given. (Note that the Name can be any string that is recognized by the Web service as a record identifier – i.e. it does not need to the “KEY1”, “KEY2”…).

The record query key dialog will look something like (this example assumes there are 3 values that uniquely identify a record).
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Step 3: Test

To test, start up the TouchPrint Enterprise application, login, and create a new record.  If configured correctly, the user will be prompted for a record key, a query to the Web service will occur.  If the record is found, the record demographics will be populated with the downloaded values.

5 GJXDM Record Export
This section describes the steps necessary to setup the Touchprint Enterprise product to export a GJXDM record to any Remote Record Management Server that has implemented the LASD GJXDM Web Service Interface. For this sample setting, the record export will occur at the completion of a record. TouchPrint Enterprise can export any demographic data, photographic images, and/or fingerprints. 

Step 1: Verify export controller exists:

Verify that LasdGjxdmWebExporter sub-directory exists in the $\Configuration\LASD\w.x.y.z\controllers\export directory (where $ is the root of the Touchprint Enterprise installation directory).  Also verify that the LasdGjxdmWebExporter sub-directory contains the file job.xml and plugin.xml.
Step 2: Edit job.xml file.
In the LasdGjxdmWebExporter sub-directory, edit the job.xml file, replacing the configuration components with the proper values.
  <Url>http://localhost/GjxdmRecordService/Service.asmx</Url>

  <UserId>anonymous</UserId>

  <Password>identix</Password>

  <Action>UpdateRecord</Action>  

  <TpeXmlSpecification>LASD-GJXDM</TpeXmlSpecification>

  <TraceDirectory>C:\Program Files\identix\TouchPrintSR\logs</TraceDirectory>

  <UpdateKeys>

    <Key name="Id" tpeFieldSpecifier="SOC" />

    <Key name="LastName" tpeFieldSpecifier="NAMLAST" />

  </UpdateKeys>

  <NistConfiguration version="1.0">
…
Where

Url is the URL of the Web Service

UserId is the User Id for authentication to the Web Service (set to empty string if no authentication required)

Password is the Password for authentication to the Web Service.  If you are testing against the reference implementation, this value must be “identix”.
Action can be either "CreateRecord" or "UpdateRecord"

TpeXmlSpecification is the Name of the TpeXmlSpecification for the XML record transformation (refer the Appendix A: TPE XML Specification for more details).

TraceDirectory is for debugging only - set to empty string to disable tracing 

UpdateKeys contains the record key definition for the UpdateRecord action

Key - key details

name is the key name as understood by the Web Service.
tpeFieldSpecifier is the TouchPrint Enterprise formatted biographic field specifier.
NistConfiguration - Specifications for image transformations. Please consult with an Identix customization engineer before making changes to this section.
Step 3: Add job to the Workflow
For all relevant capture types, edit the workflowSpecification.xml file (in $\Configuration\LASD\w.x.y.z\Capture Types\XXX\) in order to force the LasdGjxdmWebExporter job to run.

An example would look like …

<Workflow_Specification Name="Workflow Specification">

  <Tasks>

    <Task Controller="export" Job="LasdGjxdmWebExporter" Description="Transmit to LASD GJXDM Web Service" Trigger_State="CaptureComplete" />

…
Step 4: Test

To test, start up the TouchPrint Enterprise application, login, and create and complete a record.  If configured correctly, the LasdGjxdmWebExporter job will run and the record will be sent to the Web Service.
	Note that all configurations in the versioned configuration directory(i.e. $/Configuration\LASD\w.x.y.z\) will need to be tracked upon any configuration version update of the general product. These changes will not automatically be brought forward.


Appendix A: TPE XML Specification

Identix will provide a canned LASD GJXDM Document Translation specification.  Any changes to the canned LASD GJXDM translation will require a change order.

The LASD GJXDM document translation consists of:

· The ordered XSLT file list;

· Image List (packaging only);

· Default XSLT parameter definitions.

The XML document translation configuration packages will be contained in subdirectories of $\Configuration\Customer\w.x.y.z\TPE XML Specifications\ where


Customer is the configuration instance;


w.x.y.z is the version number;


TPE XML Specifications is a fixed string.

The XML document translation package subdirectory name is the logical name of the XML document translation package.

The subdirectory will contain


‘logicalname TPE XML Specification.xml’ file, 


A ‘Parse Scripts” subdirectory, and/or


A ‘Package Scripts” subdirectory.

The ‘Parse Scripts” and ‘Package Scripts” subdirectory will contain the *.xslt files used for decoding the LASD GJXDM document.

XSLT files

There will be a canned LASD GJXDM XSLT style sheets for parsing and packaging the GJXDM document that is received from or sent to the LASD GJXDM Remote Management Service.  Any modifications to the canned XSLT will require an Identix change order.

Image Lists 

The image list is only used for XML document packaging. It will contain a list of all the images that will be passed to the XML document translator. Possible values in the image list include:

Hand.LeftHand 

Hand.LeftWritersEdge  

Hand.RightHand 

Hand.RightWritersEdge 

Flat.LeftThumb 

Flat.RightThumb 

Flat.LeftFour 

Flat.RightFour 

Roll.RightThumb  

Roll.RightIndex 

Roll.RightMiddle 

Roll.RightRing 

Roll.RightLittle 

Roll.LeftThumb 

Roll.LeftIndex 

Roll.LeftMiddle 

Roll.LeftRing 

Roll.LeftLittle 

Sig.Subject

Sig.Officer

Photo.Face.Front

Photo.Face.Right

Photo.Face.Left

Photo.Face.Angle

Photo.Scar

Photo.Mark

Photo.Tattoo

Iris.Right

Iris.Left

For images that have multiple instances, the image item will have a “maximum” count attribute. If there are more images of the image type than are specified by the maximum count, then the images will be selected starting with the smaller indexes.

For example, the image list might look like:

    <Images>

     <Image>Flat.LeftThumb</image>

     <Image>Flat.RightThumb</image>

     <Image maximum=1>Photo.Face.Front</Image>

    </Images>
Default XSLT parameter
Similar to the way you pass parameters to a method or a function, you can also pass parameters to an XSLT style sheet.  We will use this feature to pass both configuration machine/system default data and static strings to the XSLT style sheets.
For example, the parameter list might look like:

    <Parameters>

      <Parameter name="SoftwareMaker" type="Text">Identix</Default>

      <Parameter name="Lsid" type="SystemDefault" groupName"Demographics">LSID</Default>

    </Parameters>

Sample ‘TPE XML Specification.xml’ file
The following is a mocked up ‘TPE XML Specification.xml’ file.

<?xml version="1.0" encoding="utf-8"?>

<TpeXmlSpecification Name="Rick-Test">

  <Encode>

    <Ordered-Xslt-List>

      <Xslt>encode.xslt</Xslt>

    </Ordered-Xslt-List>

    <Images>

     <Image maximum=1>Photo.Face.Front</Image>

    </Images>

    <Parameters>

      <Parameter name="SoftwareMaker" type="Text">Identix</Default>

      <Parameter name="Lsid" type="SystemDefault" groupName="Demographics">LSID</Default>

    </Parameters>

  </Encode>

  <Decode>

    <Ordered-Xslt-List>

      <Xslt>decode.xslt</Xslt>

    </Ordered-Xslt-List>

    <Parameters>

      <Parameter name="SoftwareMaker" type="Text">Identix</Default>

      <Parameter name="Lsid" type="SystemDefault" groupName="Demographics">LSID</Default>

    </Parameters>

  </Decode>

</TpeXmlSpecification>
Confidential


This document contains confidential and proprietary information of Identix Incorporated. No part of this document may be reproduced, disclosed, distributed, or used in any form by any means – graphic, electronic, or mechanical, including photocopying, recording, taping, or information storage or retrieval – without written permission of Identix Incorporated, 5600 Rowland Rd. Suite 300, Minnetonka MN 55343
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